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ACERE The perfect cyberspace for Electricity.....
That doesn’t exist.
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ACEREH Costs of regulation....

of Energy Regulators

General timeline as set out in Article 59 of REGULATION (EU) 2019/943
BN

( Drafting Committee

4. EC requests from .
2. EC requests from ENTSO-E/EU-DSO to 6. ACER revises the

ACER to submit the submit the network code proposed NC and submits it

FG to ACER to the EC Delegated

act process

N
w‘ R

Y
Not exceeding
12 months

Y
Not exceeding
6 months

1. EC defines the . 5. ENTSO-E/EU-
priorities for the 5 AIECE;R; s:‘hme'té the DSO submits the
network codes o the NC to ACER

[ Consultation of no less than 2 months J [ Consultation ]
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Other best practices to investigate....

v Use of existing STANDARDS (e.g. ISO and NIST) -

v" Use of other tools and guidelines (e.g. C2M2) i

Risk Management

6
7

Asset & Change Management

1
2

w

Identity & Access Management

@ Threat & Vulnerability Management

Situational Awareness

MiL1

# Fully implemented
Largely i

imnlemente:

Information Sharing & Collaboration

Incident Response

Supply Chain Management

Workforce Education

Cybersecurity Program Management
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AC ER Worst case scenario.....
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ACERE Worst case scenario.....
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NC Boropoguanm 110/38/10x8

No one is touching the mouse,
but the cursor moves
and clicks on commands.

Well, what — he’s todag ng-d0a ' I i :
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Worst case scenario.....
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What if it’s the IT guys doing this?
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ACER Reality check on a cyber attack to the grid: Ukraine 2015

of Energy Regulators

23 Dec 2015 h 15:35
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(Source: SANS ICS - ICS.SANS.ORG)
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Reality check on a cyber attack to smart energy
infrastructure: Colonial Pipeline 2021

ACER
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COLONIAL PIPELINE MAP . . -
Colonial Pipeline system map
Colonial's 1.37 million b/d Line 1 runs from Pasadena, Texas, Linden — Dij i _— '
to Greensboro, Nclnrth Carolina, wheire%i‘[ meets the 1.16 million b/d PIDEI.IFIE Sy’StEIT'I Slel.IﬂES
distillate-carrying Line 2. From there, the 855,000 b/d : ® Main weekend dEliVEFy locations
multi-product Line 3 runs to Linden, New Jersey
Linden,
UsS New Jersey
Greensboro
Greensboro
[
Charlotte
Atlanta Spartanburgh
Meridian
Houston
Pasadena
m_aef-_mq Houston, 200km
station —
Texas :
Google 200 miles
BEE

Source: Colonial Pipeline Company

Source: Colonial
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Reality check on a cyber attack to a smart and distributed
energy infrastructure: Colonial Pipeline 2021

M

6 May 2021
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Device
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The worst is right in front of you.... And it is
unconventional!

Special
forces

Regular
military
forces

*ﬁ Hybrid _
Economic Warfare — SUPBRIC

Irregular
forces

warfare :
Combination of multiple conventional unrest

and unconventional tools of warfare

. Information
Cyber warfare

/ propaganda

attacks

Diplomacy
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Conclusions

*The worst case scenario will never be defined. Don’t neglect risks, anticipate them.

*Regulation is important but don'’t wait, plan efforts already today, if possible, in cooperation with others
and on your level.

*Start looking in unconventional ways to tackle the problem (as a community): understand the economy
of cybersecurity, invest in digital diplomacy and how you can contribute, and many other collateral topics.
This is an efficient and mature way to look at the problem and to find a solution in the medium-long term.

WARNING: rules for wars and conflicts do not apply one to one to DIGITAL CONFLICTS, so
aggressiveness of cyber-adversaries is unpredictable.
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Thank you!
Any questions?
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European Union Agency for the Cooperation ~ info@acer.europa.eu ¥ @eu_acer
of Energy Regulators {3 acer.europa.eu A linkedin.com/in/EU-ACER/




Many thanks for your attention!

My E-Mail: stefano.bracco@acer.europa.eu
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